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Abstract

Networkinginfrastructue is a vital part of virtual com-
puter clustes. This paper describesVirtCloud, a system
for interconnectingvirtual clusers in a state-widenetwork
basedon advancedeatuesavailablein academimetworks.
The systemsupports dynamic creation of virtual clustes
without the need of run-time admiristrative privileges on
the badkbone core network, encapsulationof the clustes,
contwlled accessto external sourcesfor cluster hosts,full
user accessto the clustess, and optional publishing of the
clustes. Thepaperdescribesarchitectuie of the systemand
prototype implementationin MetaCenter(Czed national
Grid infrastructue) using Czet national reseach network
CESNET2.Feasibility of the conceptis evaluatedthrough
a series of measuementsdemonstating that the network
performanceof the systemis satisfactory

1. Intr oduction

Virtualisation has becomeone of the key paradigmsin
Grid computing in recent years. It enablestailoring of
Grid ervironmentsto the needsof their usersin previously
unprecedentedvay, thus making them more attracte for
broaderusercommunities.

Virtualising computerclustersalsoinvolvesthe intercon-
nectingnetworking infrastructureWhile stepsto virtualising
the network inside the cluster have alreadybeentaken by
several groups [1], [2], [3], [4], [5], this paper focuses
on huilding sustainablevirtualisednetworking infrastructure
that scalesenoughto interconnectclustersin wide-area
networks and that performsup to the expectationsof the
high-performancepplications.

VirtCloud is a systemfor internetworking dynamicvirtual
clustersover a state-widenetwork, supportingencapsulation
of the clustersand publishing them in controlled manner
This allows for both protectingthe clusterfrom the outside
world and protecting the world from the cluster (e.g., in
caseof usersuppliedvirtual images).The systemis driven
by Grid middlewvare. While VirtCloud usesservicesof the
backbonenetwork, it is designedto run without the need
of run-time con guration of the core network. The design
(describedn Section?2) is not limited to our primary target

network: aswe discussn Section3, it is ableto useseveral
mechanismdgor traf c encapsulation.

The architecturehas been prototypedin the Grid ervi-
ronmentof the MetaCenteproject—Czechstate-wideGrid
infrastructure—usinghe CESNET 2backbonenetwork? that
spanghe whole CzechRepublicwith interconnectgo other
Europeanand world-wide networks.

Interfering the networks in large areascan have serious
performanceimplications. We have done a seriesof basic
measurementso shov performancefeasibility of our ap-
proach(Section4). Section5 summarizeselatedwork and
the paperconcludeswith Section6 providing nal remarks.

2. VirtCloud Design

We describeanalysisand designof VirtCloud systemin
this section.We start with designconsiderationgDC) that
re ect usagepatternsof the systemandpracticalrestrictions,
followed with an overview of the architecture.

2.1. Design Considerations

We divided the designconsiderationinto threecateyories
that re ect different points of view. We start with the
network considerations:

DC-1 High-performancevirtual private network with
performancenot signi cantly worse than running the
infrastructurewith normal networking interconnects.

DC-2 Dynamicvirtual clusternetworkcreation. Virtual
clustershave expectedlifetime rangingfrom hoursto
months. Clusters are built upon user requestand/or
administratve actionin caseof long-term clustersfor
specialusergroups.

DC-3 Encapsulatiorof virtual clustess. No communica-
tion outsideof the network unlessspeci cally enabled
dueto securityconsiderationgvirtual clustermay run
insecureimagesprovided by the users).

DC-4 Capableof being deployedin state-wideand in-
ternational ervironmentsit needsto supportsufcient
encapsulatiorto avoid con icts with servicesalready

1. http://meta.cesnet.cz/
2. http:/iwww.ces.net/



running in the network. Several mechanism of inter-
facing with backbone network need to be proposed to
increase compatibility with different types of state-wide
and international networks.

DC-5 Operation without administrative privileges on the
backbone networks. After the initial configuration of
the backbone networks is done to support VirtCloud,
the configuration has to be limited to cluster hosting
sites and there should only be well defined interfaces
to the backbone networks.

Organization of virtual clusters leads to the following
DCs:

DC-6 Support for interactive jobs. Low latency to set
up the networking environment is required.

DC-7 Access to the virtual cluster for its user(s). User
needs to be able to get secure interactive access to the
virtual cluster, for interactive jobs or for preparation and
control of batch jobs, efficient data transfer, etc. This
requires more generic interface than, e.g., traditional
web portals.

DC-8 Optional publishing of the cluster. Two basic sce-
narios are to consider: (a) a virtual cluster runs certified
images and services, and the Grid service provider is
responsible for its security, (b) a virtual cluster runs
images provided by its users, where users are solely
responsible for their security. While direct publishing
(i.e., routing the cluster directly to the Internet) is
possible and even suitable for performance reasons in
the first case, the latter case requires indirect publishing
through the network of the user, so that the user is fully
responsible for possible security incidents. Closing the
cluster into a VLAN is nevertheless reasonable even in
case (a), the type of the cluster can change during its
lifetime.

DC-9 Jobs on the cluster may need to access external
data and services. For some job types, access to data
and/or services residing on locations outside of the
virtual cluster may be required. This should be imple-
mented as a network connection initiated from inside
(unidirectional in this sense), i.e., for this purpose, there
should be no services running on the virtual cluster
that would be available from outside of the cluster for
security reasons.

DC-10 Migration of virtual machines has serious impli-
cations for applications if Layer 3 addresses change.
For migration feasibility, Layer 3 addresses should be
fixed.

DC-11 Multiple simultaneous instances of the same vir-
tual cluster with fixed Layer 3 addresses (e.g., legacy
applications with hard-coded addresses in user images)
need sufficient encapsulation below Layer 3.

Interoperability and legacy considerations lead to the
following DC:

Ethernet switch
@ Cluster node

Cluster site

Cluster site

Figure 1. Architecture of the VirtCloud network.

DC-12 Interoperability with Grid virtualisation sys-
tem(s). The proposed system must be compatible
with existing systems for Grid virtualisation like Ma-
grathea [6] or Nimbus [7], or requiring only modest
adaptation of these systems.

2.2. VirtCloud Architecture

After defining DCs, we can proceed to description of
VirtCloud architecture and show how it maps onto the DCs.

VirtCloud spans four levels: (1) L2 core network, (2)
cluster site network, (3) host configuration, and (4) VLAN
life cycle management service. Each virtual cluster VC; uses
its own private network, further denoted as VLAN;. Overall
scheme of the architecture is shown in Figure 1. Based on the
requirements stated above, each VLAN uses flat switched
(Layer 2) topology. The VLAN; provides encapsulation
(DC-3) and spans over at least all the sites hosting computers
participating in the VC;. Switched topology of the VLANs
enables easy low-latency migration of the virtual machines
over the physical hosts (DC-10), which is fundamentally the
same as migration of a networked device in switched local
area network. It also supports running multiple simultaneous
virtual clusters with the same addressing scheme (DC-
11). There are several options how to implement such a
network in large-scale infrastructure with respect to require-
ments DC-4, DC-5, and DC-6 as discussed in Section 3.

Host configuration. Each physical host is connected to the
site network using one or more interfaces that support 802.1q
trunking. This allows for multiple virtual hosts running on
a physical host, each belonging to a different VLAN.

Site network. The site network is a switched network
among the physical computer nodes and provides uplink to
the core network. The site is required to support 8§02.1q
trunking and be capable of interfacing to core network
(which may pose some additional requirements depending
on the configuration of the core network).



L2 core network. The core network hasto maintain at
switched topology for all VLANSs interconnectingvirtual
clusters,i.e., to provide a logical distributed Layer 2 switch
with VLAN support Actual implementationof the core
network dependsto some extent on available underly-
ing networking facilities. There are mary implementations
of switched virtual networks ranging from sygems sup-
ported directly by network hardware (e.g, IEEE 802.1ad)
to application-leel systems(e.g., OpenVPN, Hamachf).
However, for performancaeasonsye only focuson virtual
networks that can be supportedby hardware in high-end
academicand researchnetworks (DC-1). Some protocols
only support point-to-point bridging (e.g., L2TPv3 [8])
which excludesthemfrom usein the core of the network.

Life Cycle of Virtual Networks. Thelife cycle of VLANs
in the infrastructurere ects thelife cycle of virtual clusters
themseles (DC-2). Clustersare build upon user action—
submissionof a specialjob to the resourcemanager(DC-
12). The resourcemanagercon gures network active ele-
mentsin cluster sites and allocated physical machinesto
assigntrafc from the virtual machineshostedon themto
appropriate/LANs. Resourcananagethenbootsrequested
virtual images.Layer 3 addresseareassignedo the virtual
machinesaccordingto userneeds.

2.3. Accessfrom/to the Virtual Clusters

There are three casesto handlehere: (1) useraccesso
the cluster(including publishingit, DC-7, DC-8); accesgo
dataandservices(DC-9) provided either(2) asa partof the
Grid infrastructureor (3) asan external third-party service.

Remoteaccesdor the usersis provided by several tun-
nelling servicesbe it SSH, OpenVPN,etc. Seners forthe
remoteaccesshecomepart of the clusterwith their “inner”
interfaces,having their “outer” interface publicly address-
able and protectedwith a standardGrid authenticatiorand
authorisation.When the user wants to publish the virtual
cluster there are two waysto do it. If the clusteris built
solely from a certi ed image, it can be publisheddirectly
from one of the sites. Otherwise, the user may publish
the clusterby creatinga tunnelto it and providing access
throughhis/herintemet connection—thusiccountabilityfor
ary security-relategproblemslies on the user

The accessto servicesthat are part of the Grid in-
frastructureis basedon integrating nodesthat host these
servicesinto the virtual cluster Choosingwhich nodeswill
be integratedinto the virtual clusterdependsprimarily on
users requestwhen building the virtual cluster

When accessto external data sour@s is necessarythe
problematic possibility is using user-pr@ided virtual ma-
chine images.The user can either use similar techniques

3. http://openpn.net/
4. https://secure.logmein.com/products/hamachi/vpn.asp

like for publishingthe cluster (and, e.g., keep the cluster
in his/her addressspace),or—as an optimisation—some
trafc canbe administratvely permittedand routeddirectly
throughone or more sites, preferablythrougha re wall. It
naturallydepend®n type of virtual machinemageusedand
needscarefuljudgementasthe Grid infrastructureprovider
takes part of responsibilityover possiblesecurty problems.
This is neverthelessconsidereda specialfeature.

3. VirtCloud Implementation in the Meta-
Center using CESNET2 Network

MetaCenteras a national Grid infrastructure utilizes
Czech national researchand educaional network CES-
NETZ2. The CESNET2network provides DWDM intercon-
nectsamongmajor citiesin the CzechRepublic,production
10GbpsIP backbondor normaltrafc aswell asexperimen-
tal servicesavailableto otherprojects.For traf c engineering
of the IP backbore, it usesMulti-Protocol Label Switching
(MPLS).

MetaCenterproject has its nodesin three cities in the
CzechRepublic: Prague(Praha),Brno, and Pilsen (Plzen),
all of themlocatedcloseto the CESNET?2point of presence.
Thedistancegover optical cable)areapproximately300km
betweenPragueand Brno and 100 km betweenPragueand
Pilsen.

L2 core network. The following technologieshas been
identied to full the requirementsof the VirtCloud L2
core network, that can be implementedusing CESNET2
network [9]:
IEEE 802.1ad (QinQ) is a technology that allovs
encapsulatioof the 802.1qtagginginto anotherB8021q
VLAN. It hasbeendesignedor serviceprovidersto en-
capsulatecustomerprovided VLAN tagging.The stan-
dardwasapproedin 2005andit is currentlythe most
widely supportedand easiestto deploy manufcturer
independentechnology
Virtual private LAN service (VPLS) [10], [11] is a
viabletechnologyfor the network thatuseMPLS traf ¢
engineering.It createsa shared Ethernet broadcast
domain.
CiscoXpondertechnolagy [12] usesCisco 15454 plat-
form to create a distributed switch basedon ded-
icated DWDM optical circuit interconnects.This is
an interesting option for the networks that support
lambdaserviceswithout the needof additional VLAN
encapsulation.

Site network. Each site useslLayer 2 infrastructureim-
plementedon mix of Forcel0,Hewlett-Packard,and Cisco

5. Topology can be found at http://www.ces.net/netark/.






performancevirtualised network must not be signi cantly
worse than the high-performancenative routed IP network
(which alsorepresentshe performancdimit of application
layer tunnelling solutions).

The systemhastwo major network componentsyYLAN
tagging in Xen itself and performanceof the virtualised
network in comparisonto the routed one. We have tested
tagging performancein a single site and comparedvirtu-
alisedand native network over the state-wideervironment.

4.1. Experimental Setup

The machineswe usedfor the experimentsare located
in three MetaCentersites: Brno, Prague,and Pilsen. The
topology of the network is describedn Section3.

In Brno, we usedtwo identical machinesskirit82-1
and skirit83-1 . Each of them hastwo dual-corelntel
Xeon 5160 3GHz processors4 GB physical memory and
PCI Expressgigabit network adapterintel 80003ES2.The
machinesare interconnectedvith an HP 5406zl switch.

Praguenode,skurut9-1 , hastwo quad-cordntel Xeon
X5365 3GHz processorsl6 GB physicalmemory andPCI
ExpressGigabit Ethernetadapterintel 80003ES2.Pilsen
node, konos23-1 , is a dual AMD Opteron 270 2GHz
processorsystemwith 8 GB physical memory and PCI
Gigabit EthernetadapterBroadcomNetXtremeBCM5704.

All the machinesun Xen version3.1.3,hypervisorLinux
kernelversionis 2.6.22.17 userdomainsrun 2.6.22.17 too,
with the exception of skurut9-1  having kernel 2.6.18.
The distribution is SUSELinux 10.0 on skurut9-1  and
Debian GNU/Linux 4.0 on the other machines.The hyper
visor domains(DomO0) have 1 GB memory user domains
usethe restof available memoryon a particularmachine.

All the Xen testswererun amonguserdomains.Proces-
sor planning was done by the Xen scheduler Hypervisor
domainshad high priority (weight 256), userdomainslow
priority (weight1). In the standardcon guration, a dynamic
numberof buffersis usedin the implementationof virtual
network interfacesbetweenDom0 and DomU. This turned
out to be a performancebottleneckthereforewe set the
number of buffers to the maximum possible value (i.e.,
/sys/class/net/<interface>/rxbuf_min is set
to the value of rxbuf_max ).

In orderto obtain comparisonbasenot affected by vir-
tualisationof the host machinesthemseles, we measured
Xponders (a dedicatedprivate network) using the same
machineswe describedabove without Xen virtualisation.

4.2. Measurement Software

Software tools usedfor measuremendre

iperf version2.0.2[14] with a setof patchedy Andrew
Gallatin originatingin FreeBSD[15],

Local network

skirit83-1
Untagged 939 Mbit/s
VLAN tagging 936 Mbit/s

Table 1. TCP: price of VLAN tagging in Xen

Real-timeUDP DataEmitter (RUDE) andCollectorfor
RUDE (CRUDE) version0.62[16].

We measuredl CP throughputand UDP throughputfor
paclet lengths64 B, 100 B, 200 B, 300 B, ..., 1300 B,
and 1400 B with iperf. Each result is an average of 60
1-secondmeasurementtaken continuously As iperf sends
UDP data(approximately)n therequestedateregardlessof
paclet losseswe determineUDP throughputusinga “ rst-

t corvergenceprocedurég.

The processgoesas follows. Let us have the currently
usedbandwidthbw (the rst measuremenstartswith the
nominal bandwidthof the line, i.e., 1000 Mbit/s). We make
a measurementn order to learn paclet lossesin this
con guration, let the ratio of lost pacletsto the amountof
sentpacletsbeloss. If theloss is at most0.5% we take the
measurementip be the nal resultandthe processquits. If
the loss is higher than 0.005, we decreasehe transmitted
bandwidthaccordingto formula

bw := minfbw(1 0:750ss);bw 19

andgo onrepeatinghe measurement heformuladecreases
the bandwidthat leastby 1 Mbit/s to assureprogressand
“lessthanto the numberthatcamethrough”in orderto make
the measurementnore precise.

We have also veri ed the iperf UDP throughputwith a
home-grevn Real Time Protocol (RTP) benchmarkcalled
Generator7.The results were very similar to iperf's, we
thereforeomit them from the paper

The rude/crudetest is targetedprimarily to the stability
of the network. We send 1000 paclets per second for
60 minutesandcheckwhetherall of themarrive andif they
arein order

4.3. Results and Discussion

Theuserdomaintestwererun from skirit82-1 (Brno)
to the remaining machines,all of them using the native
IP network and througha VLAN connectedvia Xponders
and/orVPLS (the VLAN goesjust throughthe local switch
in caseof skirit83-1 machine).The comparisonXpon-
der physical machinetestswere also run from Brno to the
remainingsites.

The resultsof all rude/crudetestsvia routedIP network,
VPLS, and Xponderscan be describedeasily—all paclets
in all con gurationsarrived in order we thereforeconsider
the network to be functional and stable.
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Figure 4. UDP: price of VLAN tagging in Xen

Prague Pilsen
skurut9-1 konos23-1
Xponders,phys. 936 Mbit/s 936 Mbit/s
Xponders,Xen 936 Mbit/s 936 Mbit/s
VPLS, Xen 935 Mbit/s 937 Mbit/s
Native IP, Xen 592 Mbit/s 362 Mbit/s
Table 2. TCP: Xponders, VPLS, and routed IP
backbone

Let us study throughputof the network. The rst testis
concernedto the price of VLAN taggingin Xen bridge.
Table 1 shawvs the TCP throughputbetweenskirit82-1
andskirit83-1 for native untaggedrCPtraf c andwith
VLAN taggingon the Xen bridge. TCP trafc processings
not affectedby VLAN tagging.

VLAN tagging of UDP trafc in Xen seemsto bring
a small overheadon the local network, as we can seeon
Figure4.

Table2 compared CPthroughputThe Xpondersin phys-
ical machinesrepresentthe theoretically expected perfor
manceimit, beinga dedicatechetwork without any possible
overheadcausedby Xen. As we cansee,Xen doesnt bring
ary overheadto TCP trafc. Moreover, VPLS, transported
togetherwith backbonecommoditytraf ¢, reacheghe same
performanceas Xponders dedicatednetwork. In compari-
son, the throughputof the native routedIP is signi cantly
worse—it is necessarto point out that the routesof the
native connectionare typically longer and more comple
than of VPLS and Xponders.

Figures 5 and 6 shav UDP performancefrom Brno
to Pragueand Pilsen nodes,respectiely. Again, we take
physicalmachinesonnectedvith the Xpondernetwork asa
basefor our comparisonVirtualisationof the hostmachines
brings acceptableoverheadto the Xponder network. The
measuredperformanceof Xen virtualised hostsis slightly

UDP: Brno--Prague
skirit82-1, skurut9-1
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Figure 6. UDP: Xponders, VPLS, and routed IP to
Pilsen

better than that of physical machinesin case of small
paclets (up to 200 B for Prague and 500 B for Pilsen).
This is most probablydueto larger buffers availablein the
implementationof the virtual network interface.

Similarly to the TCP case poth XpondersandVPLS reach
practicallythe sameperformancen Xen. The native routed
network performances clearly worsein caseof Pragueand
signi cantly worsein caseof Pilsen.For Pilsen,we attribute
the resultto rathercomplex IP routednetwork topology

5. Related Work

Three mainstreamapproachesppearin the areaof net-
work virtualisation:Virtual Local AreaNetworks (illusion of
local network over a more complex physical infrastructure),



Virtual Private Networks (illusion of having a network
interfacein a distantnetwork), and Overlay Networks (du-
plicating vertically part of network stack, usually in order
to gettrafc throughan ewironmenthostilein oneway or
another).

Previously describednethodso building networks of vir-
tual machinesare basedon assumptiongboutthe available
and requestednetwork ervironment, mainly geographical
distribution, restrictions placed in the network (Network
AddressTranslation(NAT), re walls), andisolationrequire-
ments.

Distributed networks are likely to be quite unfriendly for
transportingusualinternal clustercommunicationtherefore
methodsof tunnellingarenecessaryn-VIGO [17], [18] uses
a systemof tunnelsand VPNs to separatemachinesinto
logical clusterscalledVNET. VNET [4] is asoftwareVLAN
basedon L2 tunnelling for clustersof virtual machines,
building a logical Ethernetbridge over IP network. It uses
the routed IP network for trafc tunnelling, thereforethe
performanceof VNET cannotbe better than performance
of the IP network. Violin [5] is an overlay network based
on UDP tunnels. Thosemethodsare generallyfocusedon
traversing various types of NATs, rewall piercing, etc. It
deplgys a network of softwareroutersandswitchesover the
IP network (with performancemplicationssimilarto VNET,
seeour DC-1).

Building virtual clusterin unrestrictedocal network de-
pendson the need of virtual cluster separation.Cluster
on-demand1] separatewirtual clusterson network level,
addressinghemwith disjoint IP addresspacesNotethatin
casethat usershave administratorprivilegesin their virtual
machines,it is easy for the usersto intrude ary virtual
network in the site (cf. DC-3). Nimbus is a system for
deploymentand managemenof virtual machineg(formerly
known as Virtual Workspace Service) [2]. Nimbus sup-
portscon guring network interfacesof the virtual machines
without creatingclosedor controllednetwork ervironment.
Nakadaet al. [3] describea systemfor VLAN con guration
for RedHatLinux basedpackagesystemRolls. Wide area
network is not consideredDC-4).

Network performanceof Xen virtual machine moni-
tor [13] hasbeenstudiesmary times e.g.,[19], [20], [21],
with resultsthatarenot easilycomparableThe performance
dependshighly on mary parameterdike CPU allocationto
domains,amountof memory CPU schedulingbuffer sizes,
etc.

6. Conclusions

We have presented/irtCloud, a systemfor internetwork-
ing dynamicvirtual clustersover a large high performance
network. The systemis targeted for broadly distributed
computingfacilities,allowing to build virtual clusterggiving
the usersthe possibility to fully managetheir computation

resources)encapsulateéhe clusters,and managepublishing
and accessinghe clustersin controlled manner

Using our prototypeimplementationwe have testedfea-
sibility of the conceptand evaluatedperformanceof VPLS
and Xponder technologies usedto build the core Layer 2
network.

Even though the approachturned out feasible and per
forming well, mary questionsleft for deeperinvestication
remain. The methods of publishing encapsulatedcluster
mustbe studiedthoroughlyin orderto provide moreef cient
waysto connecthe clusterto users machinesThis problem
is also related with scenariosof Layer 3 addressingthe
virtual clusters. Accessingexternal data and resourcesis
anotherareafor further research:while conceptuallythe
problemis simple, it createsenormousamountof issues
whenimplementedn the real Grid infrastructure.
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