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Abstract

Networkinginfrastructure is a vital part of virtual com-
puter clusters. This paper describesVirtCloud, a system
for interconnectingvirtual clusters in a state-widenetwork
basedon advancedfeaturesavailablein academicnetworks.
The systemsupportsdynamic creation of virtual clusters
without the need of run-time administrative privileges on
the backbonecore network, encapsulationof the clusters,
controlled accessto external sourcesfor cluster hosts,full
user accessto the clusters, and optional publishingof the
clusters.Thepaperdescribesarchitecture of thesystem,and
prototype implementationin MetaCenter(Czech national
Grid infrastructure) usingCzech national research network
CESNET2.Feasibility of the conceptis evaluatedthrough
a series of measurementsdemonstrating that the network
performanceof the systemis satisfactory.

1. Intr oduction

Virtualisation has becomeone of the key paradigmsin
Grid computing in recent years. It enablestailoring of
Grid environmentsto the needsof their usersin previously
unprecedentedway, thus making them more attractive for
broaderusercommunities.

Virtualising computerclustersalso involves the intercon-
nectingnetworking infrastructure.While stepsto virtualising
the network inside the cluster have alreadybeentaken by
several groups [1], [2], [3], [4], [5], this paper focuses
on building sustainablevirtualisednetworking infrastructure
that scalesenough to interconnectclusters in wide-area
networks and that performsup to the expectationsof the
high-performanceapplications.

VirtCloud is a systemfor internetworking dynamicvirtual
clustersover a state-widenetwork, supportingencapsulation
of the clustersand publishing them in controlled manner.
This allows for both protectingthe clusterfrom the outside
world and protecting the world from the cluster (e.g., in
caseof user-suppliedvirtual images).The systemis driven
by Grid middleware. While VirtCloud usesservicesof the
backbonenetwork, it is designedto run without the need
of run-time con�guration of the core network. The design
(describedin Section2) is not limited to our primary target

network: aswe discussin Section3, it is ableto useseveral
mechanismsfor traf�c encapsulation.

The architecturehas beenprototypedin the Grid envi-
ronmentof theMetaCenterproject1—Czechstate-wideGrid
infrastructure—usingtheCESNET2backbonenetwork2 that
spansthe wholeCzechRepublicwith interconnectsto other
Europeanandworld-wide networks.

Interfering the networks in large areascan have serious
performanceimplications.We have done a seriesof basic
measurementsto show performancefeasibility of our ap-
proach(Section4). Section5 summarizesrelatedwork and
the paperconcludeswith Section6 providing �nal remarks.

2. VirtCloud Design

We describeanalysisand designof VirtCloud systemin
this section.We start with designconsiderations(DC) that
re�ect usagepatternsof thesystemandpracticalrestrictions,
followed with an overview of the architecture.

2.1. Design Considerations

We dividedthedesignconsiderationsinto threecategories
that re�ect different points of view. We start with the
network considerations:

DC-1 High-performancevirtual private network with
performancenot signi�cantly worse than running the
infrastructurewith normalnetworking interconnects.

DC-2 Dynamicvirtual clusternetworkcreation.Virtual
clustershave expectedlifetime ranging from hours to
months. Clusters are built upon user requestand/or
administrative action in caseof long-termclustersfor
specialusergroups.

DC-3 Encapsulationof virtual clusters.No communica-
tion outsideof the network unlessspeci�cally enabled
due to securityconsiderations(virtual clustermay run
insecureimagesprovided by the users).

DC-4 Capableof being deployedin state-wideand in-
ternationalenvironments.It needsto supportsuf�cient
encapsulationto avoid con�icts with servicesalready

1. http://meta.cesnet.cz/
2. http://www.ces.net/





L2 core network. The core network hasto maintain �at
switched topology for all VLANs interconnectingvirtual
clusters,i.e., to provide a logical distributedLayer 2 switch
with VLAN support. Actual implementationof the core
network dependsto some extent on available underly-
ing networking facilities. Thereare many implementations
of switched virtual networks ranging from systems sup-
ported directly by network hardware (e.g, IEEE 802.1ad)
to application-level systems(e.g., OpenVPN3, Hamachi4).
However, for performancereasons,we only focuson virtual
networks that can be supportedby hardware in high-end
academicand researchnetworks (DC-1). Some protocols
only support point-to-point bridging (e.g., L2TPv3 [8])
which excludesthemfrom usein the coreof the network.

Life Cycle of Virtual Networks. The life cycle of VLANs
in the infrastructurere�ects the life cycle of virtual clusters
themselves (DC-2). Clustersare build upon user action—
submissionof a specialjob to the resourcemanager(DC-
12). The resourcemanagercon�gures network active ele-
ments in cluster sites and allocatedphysical machinesto
assigntraf�c from the virtual machineshostedon them to
appropriateVLANs. Resourcemanagerthenbootsrequested
virtual images.Layer3 addressesareassignedto thevirtual
machinesaccordingto userneeds.

2.3. Accessfr om/to the Virtual Clusters

Thereare threecasesto handlehere: (1) useraccessto
the cluster(including publishingit, DC-7, DC-8); accessto
dataandservices(DC-9) providedeither(2) asa partof the
Grid infrastructureor (3) asan external third-partyservice.

Remoteaccessfor the usersis provided by several tun-
nelling services,be it SSH,OpenVPN,etc. Servers for the
remoteaccessbecomepart of the clusterwith their “inner”
interfaces,having their “outer” interface publicly address-
able and protectedwith a standardGrid authenticationand
authorisation.When the user wants to publish the virtual
cluster, there are two ways to do it. If the cluster is built
solely from a certi�ed image, it can be publisheddirectly
from one of the sites. Otherwise, the user may publish
the clusterby creatinga tunnel to it and providing access
throughhis/herInternet connection—thusaccountabilityfor
any security-relatedproblemslies on the user.

The accessto services that are part of the Grid in-
frastructureis basedon integrating nodesthat host these
servicesinto the virtual cluster. Choosingwhich nodeswill
be integratedinto the virtual cluster dependsprimarily on
user's requestwhenbuilding the virtual cluster.

When accessto external data sources is necessary, the
problematicpossibility is using user-provided virtual ma-
chine images.The user can either use similar techniques

3. http://openvpn.net/
4. https://secure.logmein.com/products/hamachi/vpn.asp

like for publishing the cluster (and, e.g., keep the cluster
in his/her addressspace),or—as an optimisation—some
traf�c canbe administratively permittedandrouteddirectly
throughone or more sites,preferablythrougha �re wall. It
naturallydependson typeof virtual machineimageusedand
needscareful judgement,asthe Grid infrastructureprovider
takespart of responsibilityover possiblesecurity problems.
This is neverthelessconsidereda specialfeature.

3. VirtCloud Implementation in the Meta-
Center using CESNET2 Network

MetaCenter as a national Grid infrastructure utilizes
Czech national researchand educational network CES-
NET25. The CESNET2network providesDWDM intercon-
nectsamongmajor cities in the CzechRepublic,production
10GbpsIP backbonefor normaltraf�c aswell asexperimen-
tal servicesavailableto otherprojects.For traf�c engineering
of the IP backbone, it usesMulti-Protocol Label Switching
(MPLS).

MetaCenterproject has its nodesin three cities in the
CzechRepublic:Prague(Praha),Brno, and Pilsen(Plze�n),
all of themlocatedcloseto theCESNET2point of presence.
Thedistances(over opticalcable)areapproximately300km
betweenPragueandBrno and100 km betweenPragueand
Pilsen.

L2 core network. The following technologieshas been
identi�ed to ful�l the requirementsof the VirtCloud L2
core network, that can be implementedusing CESNET2
network [9]:

� IEEE 802.1ad (QinQ) is a technology that allows
encapsulationof the802.1qtagginginto another802.1q
VLAN. It hasbeendesignedfor serviceprovidersto en-
capsulatecustomer-provided VLAN tagging.The stan-
dardwasapproved in 2005andit is currentlythe most
widely supportedand easiestto deploy manufacturer-
independenttechnology.

� Virtual private LAN service (VPLS) [10], [11] is a
viabletechnologyfor thenetwork thatuseMPLS traf�c
engineering.It createsa shared Ethernet broadcast
domain.

� CiscoXpondertechnology [12] usesCisco15454plat-
form to create a distributed switch based on ded-
icated DWDM optical circuit interconnects.This is
an interesting option for the networks that support
lambdaservices,without the needof additionalVLAN
encapsulation.

Site network. Each site usesLayer 2 infrastructureim-
plementedon mix of Force10,Hewlett-Packard,and Cisco

5. Topologycanbe found at http://www.ces.net/network/.





performancevirtualised network must not be signi�cantly
worse than the high-performancenative routedIP network
(which also representsthe performancelimit of application
layer tunnellingsolutions).

The systemhastwo major network components,VLAN
tagging in Xen itself and performanceof the virtualised
network in comparisonto the routed one. We have tested
tagging performancein a single site and comparedvirtu-
alisedandnative network over the state-wideenvironment.

4.1. Experimental Setup

The machineswe used for the experimentsare located
in three MetaCentersites: Brno, Prague,and Pilsen. The
topologyof the network is describedin Section3.

In Brno, we usedtwo identical machinesskirit82-1
and skirit83-1 . Each of them has two dual-coreIntel
Xeon 5160 3GHz processors,4 GB physical memory, and
PCI Expressgigabit network adapterIntel 80003ES2.The
machinesare interconnectedwith an HP 5406zlswitch.

Praguenode,skurut9-1 , hastwo quad-coreIntel Xeon
X5365 3GHz processors,16 GB physical memory, andPCI
ExpressGigabit Ethernet adapterIntel 80003ES2.Pilsen
node, konos23-1 , is a dual AMD Opteron 270 2GHz
processorsystem with 8 GB physical memory, and PCI
Gigabit EthernetadapterBroadcomNetXtremeBCM5704.

All themachinesrun Xen version3.1.3,hypervisorLinux
kernelversionis 2.6.22.17,userdomainsrun 2.6.22.17,too,
with the exception of skurut9-1 having kernel 2.6.18.
The distribution is SuSELinux 10.0 on skurut9-1 and
DebianGNU/Linux 4.0 on the other machines.The hyper-
visor domains(Dom0) have 1 GB memory, user domains
usethe restof availablememoryon a particularmachine.

All the Xen testswererun amonguserdomains.Proces-
sor planning was done by the Xen scheduler. Hypervisor
domainshad high priority (weight 256), userdomainslow
priority (weight1). In thestandardcon�guration,a dynamic
numberof buffers is usedin the implementationof virtual
network interfacesbetweenDom0 and DomU. This turned
out to be a performancebottleneck thereforewe set the
number of buffers to the maximum possible value (i.e.,
/sys/class/net/<interface>/rxbuf_min is set
to the valueof rxbuf_max ).

In order to obtain comparisonbasenot affected by vir-
tualisationof the host machinesthemselves, we measured
Xponders (a dedicatedprivate network) using the same
machineswe describedabove without Xen virtualisation.

4.2. Measurement Software

Software tools usedfor measurementare

� iperf version2.0.2[14] with a setof patchesby Andrew
Gallatin originating in FreeBSD[15],

Local network
skirit83-1

Untagged 939 Mbit/s
VLAN tagging 936 Mbit/s

Table 1. TCP: price of VLAN tagging in Xen

� Real-timeUDP DataEmitter(RUDE) andCollectorfor
RUDE (CRUDE) version0.62 [16].

We measuredTCP throughputand UDP throughputfor
packet lengths64 B, 100 B, 200 B, 300 B, . . . , 1300 B,
and 1400 B with iperf. Each result is an averageof 60
1-secondmeasurementstaken continuously. As iperf sends
UDP data(approximately)in therequestedrateregardlessof
packet losses,we determineUDP throughputusinga “�rst-
�t convergenceprocedure.”

The processgoesas follows. Let us have the currently
usedbandwidthbw (the �rst measurementstartswith the
nominalbandwidthof the line, i.e., 1000Mbit/s). We make
a measurementin order to learn packet losses in this
con�guration, let the ratio of lost packets to the amountof
sentpacketsbe loss. If the loss is at most0.5%we take the
measurementto be the �nal result and the processquits. If
the loss is higher than 0.005,we decreasethe transmitted
bandwidthaccordingto formula

bw := minf bw(1 � 0:75loss); bw � 1g

andgo onrepeatingthemeasurement.Theformuladecreases
the bandwidthat leastby 1 Mbit/s to assureprogress,and
“lessthanto thenumberthatcamethrough”in orderto make
the measurementmoreprecise.

We have also veri�ed the iperf UDP throughputwith a
home-grown Real Time Protocol (RTP) benchmarkcalled
Generator7.The results were very similar to iperf's, we
thereforeomit themfrom the paper.

The rude/crudetest is targetedprimarily to the stability
of the network. We send 1000 packets per second for
60 minutesandcheckwhetherall of themarrive andif they
are in order.

4.3. Results and Discussion

Theuserdomaintestwererun from skirit82-1 (Brno)
to the remaining machines,all of them using the native
IP network and througha VLAN connectedvia Xponders
and/orVPLS (the VLAN goesjust throughthe local switch
in caseof skirit83-1 machine).The comparisonXpon-
der physical machinetestswere also run from Brno to the
remainingsites.

The resultsof all rude/crudetestsvia routedIP network,
VPLS, and Xponderscan be describedeasily—all packets
in all con�gurationsarrived in order, we thereforeconsider
the network to be functionalandstable.
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Figure 4. UDP: price of VLAN tagging in Xen

Prague Pilsen
skurut9-1 konos23-1

Xponders,phys. 936 Mbit/s 936 Mbit/s
Xponders,Xen 936 Mbit/s 936 Mbit/s
VPLS, Xen 935 Mbit/s 937 Mbit/s
Native IP, Xen 592 Mbit/s 362 Mbit/s

Table 2. TCP: Xponders, VPLS, and routed IP
backbone

Let us study throughputof the network. The �rst test is
concernedto the price of VLAN tagging in Xen bridge.
Table1 shows the TCP throughputbetweenskirit82-1
andskirit83-1 for native untaggedTCPtraf�c andwith
VLAN taggingon the Xen bridge.TCP traf�c processingis
not affectedby VLAN tagging.

VLAN tagging of UDP traf�c in Xen seemsto bring
a small overheadon the local network, as we can seeon
Figure4.

Table2 comparesTCPthroughput.TheXpondersin phys-
ical machinesrepresentthe theoretically expectedperfor-
mancelimit, beinga dedicatednetwork without any possible
overheadcausedby Xen. As we cansee,Xen doesn't bring
any overheadto TCP traf�c. Moreover, VPLS, transported
togetherwith backbonecommoditytraf�c, reachesthesame
performanceas Xponder's dedicatednetwork. In compari-
son, the throughputof the native routed IP is signi�cantly
worse—it is necessaryto point out that the routesof the
native connectionare typically longer and more complex
thanof VPLS andXponders.

Figures 5 and 6 show UDP performancefrom Brno
to Pragueand Pilsen nodes,respectively. Again, we take
physicalmachinesconnectedwith theXpondernetwork asa
basefor our comparison.Virtualisationof thehostmachines
brings acceptableoverheadto the Xponder network. The
measuredperformanceof Xen virtualised hosts is slightly
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Figure 5. UDP: Xponders, VPLS, and routed IP to
Prague
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Figure 6. UDP: Xponders, VPLS, and routed IP to
Pilsen

better than that of physical machinesin case of small
packets (up to 200 B for Prague and 500 B for Pilsen).
This is mostprobablydue to larger buffers available in the
implementationof the virtual network interface.

Similarly to theTCPcase,bothXpondersandVPLSreach
practically the sameperformancein Xen. The native routed
network performanceis clearlyworsein caseof Pragueand
signi�cantly worsein caseof Pilsen.For Pilsen,we attribute
the result to rathercomplex IP routednetwork topology.

5. Related Work

Threemainstreamapproachesappearin the areaof net-
work virtualisation:Virtual LocalAreaNetworks(illusion of
local network over a morecomplex physical infrastructure),



Virtual Private Networks (illusion of having a network
interfacein a distantnetwork), and Overlay Networks (du-
plicating vertically part of network stack,usually in order
to get traf�c throughan environmenthostile in oneway or
another).

Previously describedmethodsto building networksof vir-
tual machinesarebasedon assumptionsaboutthe available
and requestednetwork environment, mainly geographical
distribution, restrictions placed in the network (Network
AddressTranslation(NAT), �re walls), andisolationrequire-
ments.

Distributednetworks are likely to be quite unfriendly for
transportingusualinternalclustercommunication,therefore
methodsof tunnellingarenecessary. In-VIGO [17], [18] uses
a systemof tunnelsand VPNs to separatemachinesinto
logical clusterscalledVNET. VNET [4] is asoftwareVLAN
basedon L2 tunnelling for clusters of virtual machines,
building a logical Ethernetbridge over IP network. It uses
the routed IP network for traf�c tunnelling, thereforethe
performanceof VNET cannotbe better than performance
of the IP network. Violin [5] is an overlay network based
on UDP tunnels.Thosemethodsare generallyfocusedon
traversing various types of NATs, �re wall piercing, etc. It
deploys a network of softwareroutersandswitchesover the
IP network (with performanceimplicationssimilar to VNET,
seeour DC-1).

Building virtual cluster in unrestrictedlocal network de-
pends on the need of virtual cluster separation.Cluster-
on-demand[1] separatesvirtual clusterson network level,
addressingthemwith disjoint IP addressspaces.Notethat in
casethat usershave administratorprivilegesin their virtual
machines,it is easy for the users to intrude any virtual
network in the site (cf. DC-3). Nimbus is a system for
deploymentandmanagementof virtual machines(formerly
known as Virtual WorkspaceService) [2]. Nimbus sup-
portscon�guring network interfacesof the virtual machines
without creatingclosedor controllednetwork environment.
Nakadaet al. [3] describea systemfor VLAN con�guration
for RedHatLinux basedpackagesystemRolls. Wide area
network is not considered(DC-4).

Network performanceof Xen virtual machine moni-
tor [13] hasbeenstudiesmany times, e.g., [19], [20], [21],
with resultsthatarenot easilycomparable.Theperformance
dependshighly on many parameterslike CPU allocationto
domains,amountof memory, CPU scheduling,buffer sizes,
etc.

6. Conclusions

We have presentedVirtCloud, a systemfor internetwork-
ing dynamicvirtual clustersover a large high performance
network. The system is targeted for broadly distributed
computingfacilities,allowing to build virtual clusters(giving
the usersthe possibility to fully managetheir computation

resources),encapsulatethe clusters,andmanagepublishing
andaccessingthe clustersin controlledmanner.

Using our prototypeimplementation,we have testedfea-
sibility of the conceptandevaluatedperformanceof VPLS
and Xponder technologies usedto build the core Layer 2
network.

Even though the approachturned out feasibleand per-
forming well, many questionsleft for deeperinvestigation
remain. The methods of publishing encapsulatedcluster
mustbestudiedthoroughlyin orderto providemoreef�cient
waysto connecttheclusterto user's machines.This problem
is also related with scenariosof Layer 3 addressingthe
virtual clusters.Accessingexternal data and resourcesis
anotherarea for further research:while conceptuallythe
problem is simple, it createsenormousamount of issues
when implementedin the real Grid infrastructure.
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